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KEY MESSAGES FROM ATN UNIVERSITIES

1. Government cannot yet tell universities what compliance looks like, and no amendment to the Threshold
Standards will fixthat problem.

2. Acentral Commonwealthresearch security advisoryfunction, on the modelthe paper itself describes, is the
measure most likely to improve security outcomes.

Research security is a critical national security issue which requires joined-up oversight from Commonwealth
agencies to support productivity, resilience and fairness

3. TheAustralianTechnology Network of Universities represents Australia's mostapplied, industry-connected
universities: Curtin University, Deakin University, the University of Newcastle, RMIT University and the
University of Technology Sydney. Our members carry a high volume of industry, SME and international
research engagement. ATN seeks to test the Higher Education Standards Committee’s (HESC) consultation
on research security according to our three advocacy pillars: productivity, resilience and fairness.

4. ATN Universities agree thata strong research security framework is a key part of maintaining Australia’s
national security. The securitycaseis notin dispute. Foreign interference in Australian research is real, the
Government's concern is legitimate, and ATN member universities have invested accordingly under the
University ForeignInterference Taskforce (UFIT) guidelines, the ARC Research Security Framework and their
own due diligence and cyber programs.

5. HESC correctlyidentifies thattheresearch security policyissueis currently busy with numerous instruments
andreform processes. Itis more appropriate to pursuethis national security goal through national security
agencies thatare following a coordinated framework.

6. Anew PartA expectation in the Higher Education Standards (HES) Framework could complicate ongoing
processes likethe UFIT refresh, the new TEQSAregulatoryrisk framework and the announced TEQSA powers
legislation. The HESFrameworkalready requires that providers have governance processes that effectively
assuretheprovider follows applicable lawsandobligations. [twould be lower risk and higher impact for the
Committee to look for gaps in existing academic governance oversight of research security.

Addressing the need for nationally coordinatedguidance on research security requirements is important to
strengthen Australia’s resilience

7. ATN Universities worksto strengthen Australia’s ability to resistshocksunder our Resilience advocacy pillar.
This includes Australia’s ability to identify and mitigate risks to national security and the wellbeing of
Australians. Making surethat Australian researchers are not creating security vulnerabilities through their
collaboration with colleagues offshore is an essential part of that.

8. Theconsultation paper identifies the problem as inconsistent guidance and unclear government
expectations. Thatis a statement about the coherence of Commonwealth advice, not about institutional
capability or willingness. Existing architecture includes approximately twenty instruments across Defence,
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DFAT, Home Affairs, Treasury, ASIO, the Attorney-General's Department, DISR, Educationand the ARC. Adding
a additional instrument, separately enforceable, does not resolve inconsistency between the existing set.

9. ATN member universities reportthatno agency can currently state what standardised compliance looks like,
thatrequirements compete with one another, and that “proportionate” is used across frameworks without
definition. Workthatuniversities do to estimate proportionality is guesswork,andis wasted whenthe estimate
turns outto be wrong.

Recommendation 1

10. ATN Universities recommends thatthe HESC supporta Commonwealthcoordination measure rather than a
new section of the HES Framework,andshould review any gaps in existing academic governance oversight.
Forexample, “research security” could beincludedas anobjective which governing processes need to assure
via Standard 6.2.1 (Corporate Monitoring) or Standard 6.3.2 (Academic Oversight).

Forthe Commonwealth to beassured that universitiesare puttingin place adequate protections in support of
national resilience, the Commonwealth needs to determine what ‘adequate’ looks like

11. Assuranceis limited by the absence of a definable compliance target, not by institutional capability. ATN
member universities have implemented UFIT guidelines, established research security governance, and
invested in duediligence, exportcontrol and cyber capability. Implementing these enhanced protections has
demanded anincreased allocation of stafftime and resourcing; a ninefold increase from 2021 to 2024 at one
ATN member.

12. What members cannotdo is establish whether thatinvestment satisfies government. Thereis no single
benchmark, and obligationsarising under different frameworks are not always reconcilable. For example,
disclosure expectations under the ARCResearch Security Framework, sitawkwardly against privacy
obligations owed to staff. There are overlapping and contradictory expectations separately communicated
under Australian and United Nations Security Council sanctions as enacted by the Foreign Minister, the
warning againstcertainformal arrangements under the Foreign Arrangements Scheme, and the Department’s
new expectation for zero informal collaboration between researchers in Australia and anyresearchersin
specific countries.

13. Theproposeddutyto ensure staff, research students and affiliated researchers are informed, equipped and
protectedis supportablein principle. Itis dischargeable inpractice onlywherethe underlying obligations are
stableand knowable. Expectationsthatare notauthoritatively definedand thatchange withoutnotice cannot
be trained against, and an institution cannot equip a researcher to comply with a requirement that
government has not yet decided.

14. A central Commonwealth advisory function would improve research security outcomes more than a new
enforceable dutywould and iscriticalto bridge the gap between universitiesandvarious relevant government
bodies and frameworks.

15. The paper describes the United Kingdom's Research Collaboration Advice Team and Canada's Research
Security Centre approvingly. Both provide what ATN Universitiesconsidersis missing: a single, authoritative,
resourced point of advice that removes the need for every institution to interpret the threat environment
independently for each agency thatis active in research security.

16. Establishingthatfunctionis a preconditionfor answeringthe Threshold Standards question well, rather than
being an alternative to answeringit. Astandard drafted on top of settled, published guidanceis enforceable in

a waythata standard drafted in its absence is not. A
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TEQSAis notenabled to take regulatoryaction on research security; its rolein supporting national resilience
needs to be heavily deferential to national security agencies who hold the actual threat intelligence

17. TEQSA assesses regulatoryrisk, whileresearch securityriskisassessed from threat intelligence TEQSA does
nothold.TEQSAis a qualityandstandards regulator. It has no classified intelligence access, no clearance-
based assessmentfunction,andno statutoryrole in the counter foreign interference architecture occupied by
Home Affairs, ASIO, DFAT and Defence. The paper concedes thatinstitutionsvaryin their capability to identify
covertinterferenceriskand to assesscomplex ownership and controlstructures. Thatconstraintapplies with
greater force to a regulator with less exposure to the underlying activity than institutions have.

18. Obligations relating to foreign interference, foreign arrangements, export controls, sanctions and cyber
securityalreadyexistandarealready enforceable, under portfolios thathold the underlying evidence base. A
Threshold Standards expectationwould create an additionalreading of the same conduct, administered by an
agency thatdoes not hold the evidence. This is not likely to resultin better national security outcomes.

19. Containing TEQSA’s regulation ofthis issueto assurancethatcorporate andacademic governance processes
are fulfilling their responsibilities in relation to research security (under existing obligations to assure
compliance with other laws and regulations) would mitigate this.

Recommendation 2

20. TEQSA should scope its regulatory activity relating to research security matters to assessment of the
corporate and academic governance processes which assure compliance with applicable laws.

Research security experts from ATN members can work with the Department on identifying where
coordination would be most impactful

21. ATN Universities can offer direct evidence to inform future regulatory reform:

21.1. Ourmembers operate attheintersection ofresearchandindustryatscale. Their experience of research
security complianceis the experience of applying frameworks designed for formal international
partnerships to a much larger volume ofapplied, domestic and SME engagement. That evidence is not
otherwise well represented in this consultation.

21.2. We are willing to work with HESC and the Departmentto demonstrate where Commonwealth
coordinationis mostneeded to support national security. ATN Universities offers to provide HESCand
the Department with de-identified worked examples of conflicting, undefined or unworkable
requirements to inform drafting. There are a complex set of legal and security considerations in this
space; becauseofthe nature oftheseissues, it’s appropriate to engage at that level directly with HESC
and outside the public submission process.

We would welcome an opportunity to discuss these issues further.
Further enquiries should be addressed to:

Dr Andy Marks

Executive Director

Australian Technology Network of Universities
info@atn.edu.au

CC: Nikini Weragoda | nikini.weragoda@atn.edu.au
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